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Abstract—Due to instability of links in the network, the model of delay tolerant networks (DTNs) is often adopted in many emerging mobile 

applications. To organizations and individuals using these mobile applications, security and privacy are considered to be two of the most 

significant concerns. This research seeks to address anonymous communications in DTNs. While many different anonymous routing 

protocols have been proposed for ad hoc networks, to the best of our knowledge, only variants of onion-based routing have been tailored for 

DTNs. Since each type of anonymous routing protocol has its pros and cons, there is no single anonymous routing protocol for DTNs that 

can adapt to the different levels of security requirements. In this paper, we first design a set of anonymous routing protocols for DTNs, called 

anonymous Epidemic and zone-based anonymous routing, based on the original anonymous routing protocols for ad hoc networks. Then, 

we propose a framework of anonymous routing (FAR) for DTNs, which subsumes all the aforementioned protocols. By tuning its 

parameters, the proposed FAR is able to outperform onion-based, anonymous Epidemic, and zone-based routing. In addition, numerical 

analyses for the traceable rate, node anonymity, and path anonymity models are built. Extensive simulations using randomly generated 

graphs as well as real traces demonstrate that the proposed framework for DTNs successfully achieves its design goals. 

 
Index Terms—Delay tolerant networks, DTNs, anonymous routing 

Ç 

 

1 INTRODUCTION 

N many emerging wireless applications, including peo- 
ple/pocket-switched networks, vehicular networks, and 

battlefield communications, the links among nodes are natu- 
rally intermittent. As a result, the traditional ad hoc network 

model, which emphasizes the stability of links for packet 
routing, is no longer viable for these applications. To address 
this issue, the model of delay tolerant networks (DTNs) has 
been proposed, in which each link is replaced by the proba- 
bility of contact events. The DTN model is especially suitable 
for networks with a high level of node mobility. However, 
very little work has been done on the security, privacy, or 
their relationship with network performance in DTNs, which 
are of significant concern in these applications. For instance, 
one of the communicating parties in a battlefield is most 
likely to be a gateway to the infrastructure or a command 
operator. The identities and locations of such nodes should 
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not be disclosed to the adversaries. Motivated by these obser- 
vations, we are interested in anonymous wireless communi- 
cations that prevent adversaries from violating mobile users’ 
privacy, e.g., deriving users’ identities, locations, and rout- 
ing paths, by traffic analyses. 

A great deal of effort has been invested in designing anon- 
ymous routing protocols for the internet [1], [2] and mobile ad 
hoc networks [3], [4], [5], [6]. The message that is protected by 
a number of encrypted layers, a so-called onion [7], is widely 
used to preserve the privacy of end hosts as well as routing 
paths. In onion-based routing, onion routers serve as proxies, 
and any given intermediate node will never know where the 
source and sink of the message are located. In mobile ad hoc 
networks, the location-based deanonymization attack [8] may 
reveal the physical location of nodes. To this end, the zone- 
based anonymous routing is proposed in [6] where the source 
and the last proxies perform restricted flooding, so as to make 
sure that the source and destination nodes are not identifiable 
within the flooding zone. 

In the DTN research community, a few anonymous rout- 
ing protocols, which use the idea of onion groups [8], [9], [10] 
and the threshold [11], have been proposed in order to 
improve the degree of privacy, such as the traceable rate, 
node anonymity, path anonymity. However, the following 
research challenges that particularly arise in anonymous rout- 
ing in DTNs are yet to be addressed. 

First, it is known that the use of a number of onions results 
in lower traceable rate. As a consequence, onion-based proto- 
cols [8], [9], [10] experience slow packet delivery. Second, the 
anonymity set of the source and destination nodes can be 
deduced, should the first and last onion relay be compro- 
mised. Third, although the zone-based approach improves 
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node anonymity, neither Epidemic-like nor zone-based pro- 
tocol for DTNs has been proposed so far. One reason for this 
is the difficulty in defining a zone in DTNs where the network 
graph is constructed from the past contact history, rather than 
from physical locations of nodes. At last, to the best of our 
knowledge, there is no work that balances the pros and cons 
of these different approaches. It is interesting to design an 
anonymous routing framework that subsumes all the afore- 
mentioned protocols and optimizes the anonymous DTN 
routing based on a number of metrics, e.g., delivery rate, ano- 
nymity, delay, and forwarding cost, by tunable parameters. 

To address the above challenges, we propose the frame- 
work of anonymous routing for DTNs. The contributions of 
this paper are as follows. 

• We first design a set of anonymous DTN protocols, 
including Anonymous Epidemic (AE), Restricted Epi- 
demic Routing (RER), and Zone-Based Anonymous 
Routing (ZBAR), based on anonymous routing proto- 
cols originally proposed for mobile ad hoc networks. 
The key difference from the existing solutions is the 
definition of “zone,” where senders and receivers stay 
anonymous. The proposed RER guarantees that a mes- 
sage reaches at least one of the nodes in the next onion 
group, with a certain probability specified by the 
threshold. In addition, RER can be used as a subrou- 
tine of ZBAR. 

• We next propose a framework of anonymous routing 
(FAR) for DTNs that subsumes all the Epidemic, zone- 
based, and onion-based routing protocols with tun- 

in Section 5. The discussions on how to select parameters is 
provided in Section 6. Section 7 reviews related works and 
Section 8 concludes this paper. 

 

2 PROTOCOL DESIGN 

In this section, we first design a set of protocols for DTNs 
based on anonymous broadcast and the zone-based proto- 
cols, which are originally designed for mobile ad hoc net- 
works. These revised protocols, as well as the onion-based 
protocols, will serve as the building blocks for the proposed 
FAR protocol introduced in Section 3. 

 

2.1 Notations and Assumptions 

A DTN is represented by an undirected graph which is con- 
structed from contact histories among nodes. Let vi be a node 
i, and two nodes, say vi and vj, are connected in a graph if vi 

and vj have at least one contact in the past. The weight of a 
link between vi and vj is given by i;j, where 1= i;j is the 
inter-meeting time between two nodes vi and vj. In [10], [13], 
the inter-contact time between nodes in a DTN is assumed to 
be exponential distribution. We adopt this assumption in this 
paper for the protocol design and analysis. However, we will 
relax this assumption in the performance section by using the 
real trace dataset and use this dataset to access the perfor- 
mance of our derived protocol in the real-world DTN scenar- 
ios. The probability density function that vi meets vj at time t 

is obtained by i;je i;jt. In addition, the probability that vi 

meets vj within T (where T > 0) is computed by 

able parameters. In FAR, a message travels along a set 
of onion groups with router-by-router encryption, and 

Pi;jðT Þ ¼  
T 

 i;je 
0 

i;jtdt ¼ 1 e i;jT : (1) 

every communication between two consecutive onion 
routers on the routing path is performed by either Epi- 
demic routing or spray-and-wait forwarding with a 
time constraint. By doing this, FAR enjoys the advan- 
tages of these baseline protocols, and DTN users can 
balance the performance, privacy, and cost based on 
their preferences. 

• We then quantitatively analyze the privacy metrics 
provided by FAR. To be specific, the closed form solu- 
tions used to estimate the traceable rate, source/desti- 
nation anonymity, and path anonymity are provided. 
The proposed mathematical models help DTN users 
to select appropriate routing parameters that meet 
their security and privacy requirements. 

• Finally, we conduct extensive simulations using a 
well-known real trace, CRAWDAD dataset cam- 
bridge/haggle [12], as well as random graphs to dem- 
onstrate the performance and degree of privacy of the 
proposed scheme. Furthermore, the simulation results 
are compared with analytical results, and the compa- 
risons show that our analyses provide very close 
approximations. 

The rest of this paper is organized as follows. Section 2 
presents the AE, RER, and ZBAR protocols specifically 
revised for DTNs. These protocols will serve as the building 
blocks for the proposed FAR, which is introduced in Section 3. 
The mathematical analysis of the proposed FAR is presented 
in Section 4. The performance of the proposed scheme is eval- 
uated by both computer simulations and real trace dataset 

In onion-based routing, a message, denoted by m, travels a 
set of onions in the specified order by which each layer of an 
onion is to be peeled off. We denote Ri as the set of nodes for 
the ith onion group by which m travels. For convenience, the 
jth node in Ri is labeled by ri;j, and the size of Ri is Gi. In 
addition, the average group size is denoted by G. 

For cryptographic operations, PKi and SKi are defined  
as the public and private keys of node vi. In addition, GKi 

represents the group key of onion group Ri. The encryp- 
tion and decryption functions are denoted by Encð:Þ and 
Decð:Þ. The initialization of public and private keys is the 
same as the existing solution [9], [10], [14]. That is, each 
node obtains the keys from a key distribution server when 
it has an access to the server. In addition, the onion groups 
are assumed to be fixed before deployment, and each node 
in the same group shares GKi. 

The notations used in this paper are summarized in 
Table 1. 

 

2.2 The Attack Model 

The attack model in the Internet-based anonymous communi- 
cations are categorized into either strong or weak model. The 
adversary is said to be strong if she can monitor all the traffic 
in the network, and weak otherwise. On the other hand, in the 
wireless networks, the adversary must be in the proximity of a 
node to monitor the traffic, and therefore, monitoring all the 
traffic is infeasible. In this sense, the adversaries are weak in 
the setting of DTNs. Similar to the existing anonymous routing 
for ad hoc networks [5], [6] and DTNs [10], the weak adversary 

Z 
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X 

ð Þ 

¼ þ 

ð Þ¼  

X 1  

3 4 42 

42 16 

ðcseg;iÞ : (2) 

¼ 

¼ 2 ð Þ 

TABLE 1 
Definition of Notations 

 
Symbols Definition 

For example, let v1 ! v2 ! v3 ! v4 ! v5 be a routing path 
where the number of hops is four, i.e., h ¼ 4. Assume that the 
link between nodes vi and viþ1 is disclosed to an adversary 

   when vi is compromised. For instance, when three nodes, v1, 
n The number of nodes in a network 

 

  
v , and v , are compromised, the traceable rate will be 12 þ22 

¼ 
i  5 . If three consecutive nodes, v , v , and v , are compromised, 

1= i;j The inter-contact time between vi and vj 16 1     2 3 

m; s A message and an encrypted message 
Encð:Þ=Decð:Þ Encryption/decryption functions 
L The number of copies 
K The number of onion routers that a message travels 

h The number of hops between two nodes 
Ri A set of onion routers for the ith hop 
Gi The size of onion group Ri 

G The avg. number of nodes in an onion group 
ri;j The jth node in Ri 

T; ti The end-to-end and the zone i’s deadlines 
t The threshold to determine ti 

c The number of compromised nodes 
f A set of nodes 
f0 A set of suspicious nodes 
Hðf0Þ The entropy of a system with given f0 

Hmax The maximal entropy of a system 
Dðf0Þ The anonymity with given f0 

 
 

 
model is applied to this paper. In this model, the adversaries 
can obtain information from only compromised nodes, and 
thus, eavesdropping all the traffic is physically not possible. 

While the network model in DTNs differs from that of ad 
hoc networks, the similar security threats such as eavesdrop- 
ping and traffic analysis are possible in DTNs. For example, 
an adversary clandestinely stalks a legitimate mobile user to 
monitor whom the user meets and eavesdrops on wireless 
channels. Another possible attack is that an adversary black- 
mails a user to obtain the network log, which contains the 
information about from/to which node she receives/sends a 
message. 

In this paper, we abstract the aforementioned threats by 
the compromise attack, where some nodes in a network are 
marked as being compromised and the message transmis- 
sions/receptions are monitored. Then, an adversary reasons 
possible routing paths and identifies source/destination 
based on the information disclosed from compromised 
nodes. Let fvs; r1; r2; . . . ; rK ; vdg be a path with K þ 1 hops 
and the link between two relays be rk ! rkþ1. Then, we define 
the two security attacks as follows. 

Attack 1 (The Path Tracing). An adversary tries to discover 
links vs ! r1, rk ! rkþ1 for 1 k K  1, and rK ! vd 

which constitutes a path as much as possible. Should rk be com- 
promised, an adversary will be able to find the next relay rkþ1 by 
stalking rk. 

As a privacy metric against Attack 1, the traceable rate [5] 
can be applied, which is a weighted metric indicating what 
portion of a path is disclosed to adversaries when some nodes 
are compromised. Let h be the number of hops between the 
source and destination, Cseg be the number of compromised 
segments, and cseg;i be the length of the ith compromised seg- 
ments. Then, the traceable rate, denoted as Ptrace, is defined 

 
Cseg 

 

the traceable rate will be 32 
¼ 9 . As indicated by these cases, 

the traceable rate is weighted in the sense that the greater the 
length of the consecutive compromised segments, the greater 
the portion of the path that is traceable. 

Attack 2 (The Node Deanonymizing). An adversary tries   
to identify vs and vd. Should the first onion router r1 or the last 
onion router rK be compromised, the adversary may narrow the 
anonymity set to which vs or vd belongs. 

Anonymity is the state of not being identifiable among an 
anonymity set. Anonymity is generally modeled as an 
entropy-based metric [15]. Let f be all the possible elements, 
and p be the probability that a given element is original. The 
elements could be nodes and routing paths in our context. 
The entropy of the system is given 

 

HðfÞ ¼   pilog 2ðpiÞ: (3) 
8i2f 

When pi pj for all i; j f i j , the set of elements is 
anonymous. For example, assume that 10 nodes exist in an 
anonymous zone, and one of them is the receiver of a mes- 
sage. If a broadcast scheme is an anonymous protocol, then 
the receiver is not identifiable among the 10 nodes. In other 
words, any node in the set has the same probability of being 
the receiver. 

Let f0 be a set of suspicious elements in the system (in this 
case, f0 is a set of nodes), Hðf0 Þ be the entropy of the system, 
and Hmax be the maximal entropy that the system can achieve. 
Then,   the   degree   of   anonymity   is   defined   as   Dðf0Þ ¼ 

Hðf0 Þ=Hmax.  Computing  pi  in  Equation  (3)  is  application- 
dependent. The definitions of anonymity for source and desti- 
nation nodes are modeled in Section 4.2. 

Attack 3 (The Path Deanonymizing). An adversary tries to 
discover the set of onion groups that the copies of a message shall 
travel. Should rk be compromised, an adversary will conclude 
that any copy of a message shall travel one of the onion routers in 
group Rk at the kth hop. 

The degree of privacy protection against Attack 3 can be 
quantified by the path anonymity. Similar to the node ano- 
nymity, the entropy of the system is defined by HðfÞ, but the 
instance of f is all of the possible paths between two nodes. 
In  addition,  the  path  anonymity  is  obtained  by  D f0      

H f0  = Hmax, where the elements in f0 are suspicious paths. 
In anonymous routing in DTNs, the number of hops between 
the source and destination nodes is defined by h K 1, 
where K is the number of intermediate onion relays. When 
no node is compromised, any of the nodes can be an element 
of the original path and f f0. Hence, the size of f0 equals to 

n!   , and each element in f0 has the equal probability of be- 
ðn hÞ! 

ing the actual path that a message travels. When some nodes 
are compromised, the adversary can confine the anonymity 
set, i.e., f0  < f. How to compute Hðf0 Þ is again application- 

 

 
h2 

i¼1 

2 

Node i v 

Ptrace ¼ dependent, and we will quantify the path anonymity for the 
proposed framework in Section 4.4. 
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2.3 Discussion on Anonymity 

The node and path anonymity introduced in the previous 
sections is essentially computed by the ratio between the 
concrete entropy of a node/path and the maximal entropy. 
For any instance of anonymity models, the anonymity as 
well as the maximal anonymity range from 0 to 1. Both of 
them are decreasing functions with respect to the number of 
compromised nodes. In addition, anonymity decreases faster 
than maximal anonymity, when the number of compromised 
nodes increases. 

An important aspect of normalized anonymity is that it 

vj. If the receiver, vj, is the destination, it successfully decrypts 
s by computing DecðSKd; sÞ. Otherwise, vj continues the Epi- 
demic process. For message m, the end-to-end deadline is ini- 
tialized by parameter T , and m is discarded if the deadline 
has passed. 

In the case of mobile ad hoc networks, vd will also broad- 
cast m to pretend that it is not the destination against the loca- 
tion-based deanonymization attack. However, in DTNs, a 
network is constructed by contact events, and thus, such an 
attack is not of concern. The pseudo code of anonymous Epi- 
demic routing is described in Algorithm 1. 

tells us whether or not compromising some elements in an    

anonymity set affects the privacy of the others, and this dif- 
fers from the probability-based metric. 

For example, consider that an anonymity set with 10 
nodes contains one source node. When no node is compro- 
mised, all the 10 nodes can be the source node with the equal 
probability of 1=10, and thus, the anonymity of the source 
node is 1. Assume that one of the nodes, which is not the 
source node, is compromised. If this does not affect the other 
nodes, the anonymity set contains 9 nodes, and the source 
node can be identified with a probability of 1=9 by the proba- 
bility-based metric. In the entropy-based metric that we 
introduced, the achievable maximal entropy of the system 
also changes, since the size of an anonymity set is at most 9. 
As a result, the anonymity of the source node still equals to 1, 
since compromising one node does not divide the anonymity 
set, i.e., compromising one node does not affect the privacy 
of the others. When compromising one node affects the 
others, the anonymity set will contain a smaller number of 
nodes, resulting in a smaller node anonymity. 

In the routing problem, some piece of information about 
the source/destination node and the path may, unfortunately, 
be leaked. The entropy-based anonymity metric is useful in 
measuring how strong an anonymous protocol is when some 
nodes are compromised. This is why we apply the entropy- 
based metric in this paper. 

 

2.4 Anonymous Epidemic Routing 

Each node is assumed to have its private key and the public 
key of the other nodes. Let vs be the node who wishes to 
deliver message m to destination node vd. The message 
header includes the message ID and the end-to-end deadline, 
denoted by m:id and m:T , respectively. Note that m:id can be 
either a unique sequence number or a random number, and 
m cannot be deduced from m:id. For simplicity, we denote 
the header of m by m:hdr :¼ ðm:id; m:T Þ. First, vs encrypts m 

by vd’s public key, say PKd. Let s be the ciphertext computed 
by EncðPKd; IDðvdÞjjmÞ, where IDðvdÞ is the ID of node vd 

and jj is a concatenation. In other words, only when vd suc- 
cessfully decrypts s, can vd confirm that it is the correspond- 
ing destination node. The information about the source node 
is not included in the header, as to preserve source anonym- 
ity. Such information should be stored in m so that only vd can 
tell where the message comes from. 

Afterwards, a pair of m:hdr and s is sent based on Epi- 
demic routing. Consider that node vi has encrypted message 
ðm:id; sÞ and meets another node vj. Nodes vi and vj check 
whether this is the first time for vj to receive s by exchanging 
m:id. If vj has received m previously, no action will be taken. 
If it is the first time for vj to see m:id, vi forwards (m:hdr, s) to 

Algorithm 1. AE(vs, vd, m, T ) 
 

 

1: /* vs does the following */ 
2: vs sets vd, m:id, and m:T  T . 
3: vs sets m:hdr ðm:id; m:T Þ 

4:  vs computes s   EncðPKd; IDðvdÞjjmÞ. 
5: /* vi does the following at a contact with vj */ 
6: vi and vj establish a secure link. 

7: if vj has not seen m:id then 
8: vi sends (m:hdr, s) to vj. 
9: /* When vj is vd, it does the following */ 

10: if vj ¼ vd then 
11: vd obtains m by IDðvdÞjjm DecðSKd; sÞ, return 

SUCCESS. 
12: /* Error handling */ 
13:  if m is not delivered within T then 
14: vi discards m, and returns FAIL. 

 
 

 
 

2.5 Restricted Epidemic Routing Mode 

For the proposed protocol to use anonymous Epidemic rout- 
ing as a subroutine, we extend Algorithm 1 in the previous 
section as anonymous restricted Epidemic routing. Specifi- 
cally, not only source and destination nodes, but also any 
two relay nodes like onion routers, for example, can use 
anonymous Epidemic routing. One example is to apply Epi- 
demic as a variant of partial flooding, which is used in the 
zone-based routing. 

The first extension is the introduction of a zone, where Epi- 
demic routing is performed. Note that the zone in anonymous 
Epidemic routing is the entire contact graph. In the zone- 
based protocol for ad hoc networks, an anonymous zone is 
defined by euclidean distance or topological distance, i.e., the 
number of hops. However, the network representation of a 
DTN does not indicate the physical location of nodes, and so 
euclidean distance cannot be applied. For topological dis- 
tance, a small value of time to live (TTL), say two or three 
hops, is normally used as an anonymous zone. The small TTL 
value will, unfortunately, make a protocol susceptible to the 
topology-based deanonymization attack. Therefore, in order 
to anonymously control the area of Epidemic zone, the zone 
deadline, which is denoted by t, is used. Here, the value of t is 
much smaller than the end-to-end deadline T , but is large 
enough for a message to reach the expected receiver within 
the deadline with high probability. 

Let vi be the node with message m, and vj be the expected 
receiver. We define t as the probability that vj receives m 

within the zone deadline, t. Here, t is a system parameter 
required by vi, and t is dynamically computed from a given t. 
Let  Pi;jðtÞ  be  the  probability  that  vi  and  vj  have  a  contact 
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within t. If we set t to be Pi;jðtÞ in Equation (1), i.e., the proba- 
bility that vi has a contact with vj within t, the appropriate 
zone deadline t can then be computed as shown 

denoted by m:hdr :¼ ðm:id; m:T; m:t; modeÞ. The source 
node vs selects the source and destination proxies, say rs and 
rd,  respectively.  Then,  sd   EncðPKd; IDðvdÞjjmÞ,  s:rd   

t 
 lnð1   tÞ 

: (4)
 EncðPKrd ; IDðrdÞjjsdÞ, and s:rs   EncðPKrs ; IDðrsÞjjsrd Þ are 

¼  computed. The encryption structure is the same as that of an 

In the case of anycast-like forwarding, i.e., a message trans- 
mission from node vi to any node r in Rk, we may set to be 

onion, where vd can decrypt the encrypted data after rs and 
rd peel off the outer layers. In addition, m:id and m:t are cal- 

P
8r2Rk 

 i;r. culated. An encrypted message is composed of (m:hdr, s:rs). 
The value of mode could be either the restricted epidemic RE 

The second extension is the introduction of a group, where 
any node in the next group can serve as a relay. Let vi 2 Rk be 
the node which wishes to relay message m to any node 
rk;j 2 Rkþ1. We define GIDðRkþ1Þ as a group ID of Rkþ1. 

The message header of RER includes the message ID,  
the end-to-end deadline, and the zone deadline, which is 
denoted by m:hdr :¼ ðm:id; m:T; m:tÞ. The ciphertext sk is 
defined using the group key with the corresponding group 
ID  being  concatenated,  i.e.,  EncðGKkþ1; GIDðRkþ1Þjjskþ1Þ, 
where GKkþ1 is the group key of Rkþ1. 

The RER works as follows. At every contact between vi and 
vj, vj checks if it has seen m:id before. If so, they do nothing. 
Otherwise, vi sends sk to vj. Then, Epidemic routing is 
repeated until the zone deadline, m:t, has expired. If vi 2 Rk, 
it identifies itself as a next-relay by the group ID. Using the 
corresponding group key of Rkþ1, vj peels off a layer of the 
encrypted message, i.e., GIDðRkþ1Þjjskþ1   DecðGKkþ1; skÞ. 

or spray-and-wait SW forwarding mode. 
From vs to rs, restricted Epidemic routing is performed. A 

receiving node first attempts to decrypt srs . If it fails, the 
node is not the proxy, and the Epidemic process continues as 
long as m:t has not expired. Otherwise, rs decrypts the out- 
most layer of the onion, and it switches the mode of the mes- 
sage to the spray-and-wait forwarding mode. From rs to rd,a 
message (m:hdr, s:rd) is forwarded by anonymous spray- 
and-wait with single-copy forwarding. When the destination 
proxy, rd, receives the message, the corresponding layer of 
s:rd is decrypted, and m:t is computed. Then, the restricted 
Epidemic routing for the message (m:hdr, s:d) is again per- 
formed. The destination identifies itself by successfully 
decrypting sd using SKd. The pseudo code of ZBAR is pre- 
sented in Algorithm 3. 

 
Algorithm 3. ZBAR(v , v , m, T ) 

Only a member of the corresponding group RKkþ1 can obtain s d 

skþ1. If either a zone or end-to-end deadline has passed, m is 
discarded. 

The pseudocode of RER is presented in Algorithm 2. 
 

Algorithm 2. RER(vi, Rkþ1, sk, t, T )  

1: /* vi 2 Rk does the following */ 
2: vi sets m:tkþ1 from t. 

3:  vi sets m:hdr   ðm:id; m:T; m:tkþ1Þ 

4: /* vi does the following at a contact with vj */ 
5: vi and vj establish a secure link. 
6: if vj has not seen m:id then 
7: vi sends (m:hdr, sk) to vj. 
8: if vj 2 Rkþ1 then 

1: /* vs does the following */ 
2: vs selects two proxies, rs and rd. 
3:  vs computes sd   EncðPKd; IDðvdÞjjmÞ; s:rd   Enc 

ðPKrd 
; IDðrdÞjjsdÞ, and s:rs   EncðPKrs ; IDðrsÞjjsrd 

Þ. 
4: vi sets m:tkþ1 from t. 
5: vs sets m:hdr ðm:id; m:T; m:t; REÞ. 
6:  vs executes Algorithm 2 RER(vs, frdg, m, m:t). 
7: /* rs meets node vi. */ 
8: vi and vj establish a secure link. 
9: if vi identifies itself as rd then 

10: vi computes IDðrdÞjjsd DecðSKrd 
; s:rs). 

11: vi sets m:t and m:mode RE. 
12: vi executes Algorithm 2 RER(rd, fvdg, m, T ). 

9: vj computes GIDðRkþ1Þjjskþ1   DecðSKGKkþ1
 

10: return SUCCESS; 
11: /* Error handling */ 

; skÞ. 
13: if m:t expires then 
14: vi removes m from its buffer. 
15: /* vd does the following */ 
16: vd obtains m by IDðvdÞjjm DecðSKd; sÞ, return 

12: if m is delivered within neither m:tk nor m:T . then 
13: vi discards sk from its buffer. 

 
 

 
2.6 Zone-Based Anonymous DTN Routing 

A zone-based anonymous DTN routing can be constructed 
from Epidemic and spray-and-wait protocol, each of which is 
replaced with partial flooding and unicast routing (e.g., geo- 
graphical routing). That is, Algorithm 2 is used for message 
transmission from the source to its proxy and from the desti- 
nation proxy to the destination. Between the proxies, source/ 
binary spray-and-wait is used. 

An anonymous spray-and-wait forwarding between two 
proxies is basically the same as the one used between two 
intermediate relays in onion-based routing. Based on these 
ideas, we construct a zone-based anonymous DTN routing, 
as follows. 

The message header of ZBAR includes the message ID, 
the end-to-end deadline, the zone deadline, and the mode, 

SUCCESS. 
17: /* Error handling */ 
18: if m is not delivered in T then 
19: vi discards m, and returns FAIL. 

 
 

 

3 FRAMEWORK OF ANONYMOUS ROUTING 

3.1 Motivation            and             Basic             Idea 

We first point out two problems regarding the existing anon- 

ymous routing with onion-based [9], [16] and threshold- 
based [11] schemes for DTNs. The first issue is that the source 
(or the destination) node is anonymous only within its onion 
group. Hence, the identity of a source or destination node 
will be revealed if the first or the last onion router is compro- 
mised. The second issue is that an intermediate onion router 
knows the previous and subsequent onion routers. These 
problems significantly reduce the node/path anonymity and 
the path untraceability. 
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To alleviate the first problem, we have proposed the ZBAR 
protocol based on zone-based routing [6] in Section 2. How- 
ever, the second issue still remains unresolved with the zone- 

based approach. To preserve anonymity, an intermediate 
onion router should not know the exact previous and next for- 
warding nodes. In addition, the first and last onion routers 
should not know they are located at the edge of an onion path. 

To achieve these desirable properties, we propose a Frame- 
work for Anonymous Routing for DTNs that subsumes all the 
anonymous routing protocols. That is, the source node sets 
up a set of onion routers, and then all nodes on the path for- 

to-end deadline, T , are selected by vs. Lines 1 to 6 represent 
the initialization phase. The source node, vs, randomly selects 
a set of onion groups by which m travels. First, vs obtains s0 

by  computing  EncðPKd; IDðvdÞjjmÞ  with  vd’s  public  key. 
Then, an encrypted onion is created by applying a set of 
group keys associated with Ri, i.e., si EncðGKRi ; 

GIDðRiþ1Þjjfiþ1jjsiþ1Þ for 1   i   K. Note that the forward- 
ing mode is encrypted to prevent adversaries from distin- 
guishing the first/last onion relay from the intermediate 
onion relays. Finally, vs sets the timer, denoted as s:t, by 
Equation (1). 

ward a message with the restricted Epidemic routing. Note    

that the proposed FAR does not just combine different anony- 
mous routing protocols, but creates a framework that sub- 
sumes all the protocols. In other words, FAR serves as either 
an anonymous Epidemic, ZBAR, or onion-based protocol, 
when its parameters are set differently. By adjusting the 
parameters appropriately, FAR enjoys the advantages of all 
these anonymous routing protocols. 

 
3.2 The                      Protocol                      Overview 
In this section, we describe the high-level overview of the pro- 

posed FAR. Let vs be the source node which wishes to deliver 
message m to destination vd. The routing parameters, fK; L; 

G; F g, are selected by vs, where K is the number of onion 
relays that m shall travel, L is the number of copies, G is the 
size of the onion group, and F ¼ ff1; f2; .. . ; fKg is a set of for- 
warding modes. A forwarding mode can be either restricted 
Epidemic RE or source spray-and-wait SW . Similar to RER, 
the message header includes the message ID, the end-to-end 
deadline, and the zone deadline. The forwarding mode is pro- 
tected by the layered encryption. 

After initializing the routing parameters, vs randomly 
selects a set of K onion groups (K 2: 0), along which m travels 
and creates an onion. When K ¼ 0, no intermediate onion is 
used as AE does. How to forward m from one node to another 
differs, depending on the forwarding mode utilized. In the 
RE mode, a node, say vi, with m sends a copy to all the nodes 
contacted by vi within the zone deadline. In the SW mode, a 
node with m sends a copy to any node in the next onion group 
as long as the tickets (the number of copies allowed to dupli- 
cate) are available. The forwarding mode for the ith hop is 
determined by fi. When a node, say rj, in the next onion group 
Riþ1 receives m, the outer layer of the onion is peeled off by 
the corresponding group key. At this time, m:id is randomly 
generated to improve the privacy against path tracing and 
path deanonymizing attacks. Then, the forwarding process 
continues based on the forwarding mode specified in fiþ1. 
This process is repeated until the destination vd receives m. 

 
3.3 Framework of Anonymous Routing 

To initialize the anonymous network system, an approach for 
onion group routing, proposed in [9], can be used. The nodes 
in a network are divided into dn=Ge groups, where G is the 
average number of nodes in a group. For simplicity, we 
assume n to be divisible by G. Nodes in the same group are 
assumed to be able to encrypt/decrypt the corresponding 
layer of an onion by common secret or public/private keys. 

The pseudo code of FAR is provided in Algorithm 4. 
As inputs, the system parameters fK; L; G; F g and the end- 

Algorithm 4. FAR(vs, vd, m, K, L, G, F , T , t) 
 

 

1: /* vs does the following */ 
2: vs selects K onion groups. 
3:  vs computes sKþ1   EncðPKd; IDðvdÞjjmÞ. 
4: for i from K to 1 do 
5: vs computes si   EncðGKRiþi ; GIDðRiþ1Þjjfiþ1jjsiþ1Þ. 
6: vs computes s1:t1 from t. 
7: vs executes RERðvs; R1; s1;T Þ. 
8: /* On receiving sk from vj 2 Rk 1, vi 2 Rk does the 

following */ 
9: if vi 2 Rk receives sk from vi 2 Rk 1 then 

10: if vi identifies itself as vd then 
11: vd obtains m by IDðvdÞjjm DecðSKd; skÞ. 
12: returns SUCCESS. 

13: else 
14: vi sets sk:tk. 
15: if sk:fk is RE then 
16: /* Restricted Epidemic mode */ 
17: vi executes RERðvi; Rkþ1; sk;T Þ. 
18: else if sk:fk is SW then 
19: /* Anonymous spray-and-wait mode */ 
20: vi forwards sk when it has a contact r 2 Rkþ1 if r 

has not seen sk. 
21: /* Error handling */ 
22: if m is not delivered in T then 
23: vi discards m, and returns FAIL. 

 
 

 

The forwarding process at the kth Epidemic zone is shown 
from Lines 8 to 20. For each zone, RER or spray-and-wait for- 
warding is executed until m reaches vd. During the RE for- 
warding mode, s is discarded if the zone deadline s:t expires. 
When the destination node, vd, receives s, it applies its private 
key to obtain the original message, m. If the destination does 
not obtain m by the deadline T , the routing process fails. 

FAR subsumes Epidemic, zone-based, and onion-based 
anonymous routing protocols. The parameters (K ¼ 0; null; 

null; S ¼ fREg) indicate an AE protocol, in which Epidemic 
is performed by hiding the source and destination nodes. In 
the case of (K; L; G; ff1 ¼ SW; f2 ¼ SW; .. . ; fK ¼ SW g), the 
protocol is reduced to onion-based routing. In addition, 
depending on G and L, the protocol can be onion (G ¼ 1) or 
onion group (G 2: 2) routing with single/multi copies (L ¼ 1 

or L 2: 2). The configuration of (K ¼ 2;L ¼ 1, G, ff1 ¼ RE; 

f2 ¼ SW; . .  . ; fK 1 ¼ SW; fK ¼ REg) serves as the ZBAR 
protocol. 

 

4 SECURITY ANALYSES 

In this section, analytical models are built for traceable rate 
and node/path anonymity of the proposed FAR under 
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Hnodeðf0Þ ¼  
8nodes in f0       

iqi 1p þ hqh (5) : 

  

Þ ¼ 
Hnode;max n 

(13) 

Attacks 1 and 2, respectively. Our analysis provides the closed 
form solutions to different metrics, by which DTN users select 
the system parameters that meet their security and privacy 
requirements. Note that the analyses of AE (Algorithm 1) and 
ZBAR (Algorithm 3) are trivial and thus omitted. 

of nodes n and the number of compromised nodes c, are 
related to this metric. In the case of a node not being compro- 
mised, the node is identified among the non-compromised 
nodes with the probability of 1=ðn cÞ. Thus, the maximal 
entropy of a node is defined as 

 

4.1 Approximation of Traceable Rate 

The traceable rate is computed by Equation (2) against the 
path tracing attack defined in Attack 1. The proposed FAR 

 
Hnode;max 

 
¼    

8nodes in f 

   1  
log 2 

n c 

   1      
: (12) 

n c 

employs anonymous Epidemic forwarding, and the path 
can be revealed only by the reverse order from the destina- 
tion. Thus, the number of compromised segments Cseg in 
Equation (2) equals either 0 or 1. Let X be the random vari- 
able that represents the length of the compromised segments 
cseg;1, then E½X] can be computed by the geometric distribu- tion with the limited number of trials. The probability of a 

If a node is compromised, it is identified with 100 percent 
probability. In other words, the anonymity set to which the 
node belongs is of size one. Otherwise, it is still anonymous 
among the set with size ðn   cÞ. Let f0 be a set of suspicious 
nodes.  The  entropy  of  a  node,  denoted  by  Hnodeðf0Þ,  is 
obtained by 

node being compromised is c=n. Denoting p ¼ 1 c=n and 
q ¼ c=n, E½X] can be obtained as follows: 

8

>< 
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log 
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¼ qE½X] þ  
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i¼1 

qi 1p þ hqh: (6) The node anonymity of FAR is formally defined as follows. 

Definition  1 (Node Anonymity). For  given suspicious node 

By defining 1 
 

h 
i¼1 q

i 1p and 2 ¼ hqh, we will have 
set f0 and the maximal entropy of a system Hnode;max 
anonymity is defined as 

, the node 

E½X  nð 1 þ 2Þ 
: (7)

 0 Hnodeðf0 Þ 
 ] ¼ 

n c 
Dnode f 

node;max 

: (14) 

Since the traceable rate is weighted, we need to compute 
E½X2], which can be obtained as follows: 

Xh 

Here, Hnode;max and Hnodeðf0Þ are computed by Equations (12) 
and (13), respectively. 

In short, the anonymity of the source/destination node 
E½X2] ¼   

i¼1 

i2qi 1p þ h2qh (8) 

Xh 

 

 

equals to 1, if it is not compromised and 0 otherwise. 
 

4.3 Approximation of Source and 

 
 nðn þ cÞð 1 þ 2Þ 

: (10)
 

ðn cÞ 

the node anonymity from the system parameters. For given n 

and c, the expected entropy of a node, denoted by H~nodeðf0 Þ, is 
formulated by 

Since ðcseg;1Þ
2  

¼ E½X2], the traceable rate is computed by 
 

 

        
 

1  E½X2], and therefore, we derive 
~ 0 

X c 1 1 
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Hnodeðf Þ ¼    
8nodes in f0 

1 
n

 · 
n c 

log 2 
n c : (15) 

Ptrace ¼ 
h2 

1 
ðn   cÞ 

2 : (11) Here, jf0j ¼ n   c. Therefore, we will derive the approxi- 
mate solution to the node anonymity as follow: 

The number of hops, h, increases in proportion to the value 
of the number of onion routers, K. This is because all the mes- 
sages must travel at least one onion relay in a particular onion 
group, in the predefined order. Thus, in a high-level view, we 

D~nodeðf0
 

Hnodeðf0 Þ 
¼ 1   

 c 
: (16) 

can consider that one hop from an onion router to the next 
onion router is a link. For a DTN user to find an appropriate 
routing parameter K, we may simply set h to be K þ 1. 

4.2 Source and Destination Anonymity 

Quantifying anonymity is application-dependent, and thus, 
we model source and destination anonymity as follows. In 
FAR, the anonymity of source and destination nodes are com- 
puted in the same way, and only two parameters, the number 

4.4 Path Anonymity 

Path anonymity is the state of not being identifiable among a 
set of candidate paths. Epidemic-based and onion-based with 
L-copy forwarding generally return multiple paths between 
end hosts. If some of the nodes on a path are compromised, 
the path anonymity of the other paths may decrease. Thus, 
this metric differs from the traceable rate in the sense that a set 
of paths, along which a message travels, affects one another. 
For example, consider that there are two paths along which 

2 

Destination Anonymity 

We will formulate the closed form solution to approximate 
i¼1 

f0 

i¼1 

2 

¼ 

E½X] ¼  
8nodes in 

n c n c 

¼ qE½X ] þ 2qE½X] þ  qi 1p þ hqh (9) 

2 
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discussed in Section 2.2, there are n! 
n hÞ! 

possible h-hop paths 

Gc1 þc3 
n 

ðn h þ c1 þ c2 þ c3 þ c4Þ! 

8

>

 

c 

two of the same onion groups travel, and one of the onion 
routers, say rk;1 2 Rk, in a path is compromised. Even if none 
of the nodes on the other path is compromised, an adversary 

Here, jf0j is computed based on the above four cases as 
follow: 

knows that a packet travels with one of the nodes in Rk at the 1 
  n  

1 

 

 

if Case 1 holds 

kth hop on the second path. Thus, the size of the anonymity <>   
ðn   h þ c  þ c Þ! 

if  Case 2 holds 

set of possible paths decreases. 
The path anonymity for DTNs is proposed in [10], and the 

1 2 
jf0j ¼ 

> G
c3    

if Case 3 holds 

same definition can be applied to the proposed FAR. As we 
ðn   h þ c3 þ c4Þ!  

between two nodes, and each element in the all possible paths 
set f has the equal probability of being the actual path that a 
message travels. Thus, the maximal entropy for the path ano- 
nymity, denoted by Hpath;max, is formulated 

(19) The path anonymity of FAR is formally defined as follows. 
Definition 2 (Path Anonymity). For given suspicious node 
set f0 and the maximal entropy of a system Hpath;max, the path Hpath;max 

¼  
X

 
ðn hÞ! 

log
 

n! 2 
ðn   hÞ!  

: (17)
 

n! 

anonymity is defined as    

8paths in f 

Path anonymity cannot be computed, until the actual paths 
Dpath ðf

0 
Hpathðf0 Þ 

path;max 

along which a message and its copies travel are identified. In 
FAR with the RE mode, either source or destination node 
must be compromised for an adversary to confine the ano- 
nymity set of the possible paths between them. If at least one 
of the nodes in the kth onion group as well as all the interme- 
diate onion groups from the source (or destination) node are 
compromised, the kth onion relay is anonymous within G 

nodes, instead of n k. In addition, if the onion relay at the 
kth hop is compromised, the kth node is identified. To derive 
the entropy of the system, the following four cases are 

Here, Hpath;max and Hpathðf0Þ are computed by Equations (17) 
and (18), respectively. 

 

4.5 Approximation of Path Anonymity 

For the given system parameters (n, K, and G) and the num- 
ber of compromised nodes c, we will formulate the closed 
form solution for the path anonymity of FAR with the RE 

mode. According to [10], the expected path anonymity, 

denoted by D~pathðf0Þ, can be defined as 

considered. 

1) In the case that no node on the paths is compromised: The 

D~path f
0 ðh   coÞðlnðnÞ   1Þ þ co lnðGÞ 

; (21)
 

hðlnðnÞ 1Þ 

entropy of the system will equal to the maximal 
entropy. 

2) In the case that the source node is compromised, but not the 
destination node: Let c1 be the number of consecutive 
onion groups in which at least one of the members is 
compromised from the source node, but not the relay 
node itself. In addition, we define c2 as the number of 
compromised relay nodes, which serve as the interme- 
diate nodes. Here, c1 þ c2 < c and c1 þ c2 < h hold. 
Then, the anonymity set size of a path will be 

where co is the average number of compromised onion 
groups on a path. Note that an onion group is compromised 
if at least one of the nodes in the onion group is compro- 
mised. Our model is very different from the onion-based 
routing [10] in how co is computed. 

Let Y be the random variable that represents the number 

of compromised groups on a path. Denoting p0 ¼ ð1   c=nÞ
L 

and q0 ¼ 1   ð1   c=nÞ
L, we can derive 

h 

Gc1  n . E½Y ] ¼ 
X 

iq0i 1p0 þ hq0h 1 
 c
 (22) 

ðn hþc1 þc2 Þ! 

3) In the case that the destination node is compromised, but not 
the source node: Let c3 and c4 be the number of consecu- 
tive onion groups in which at least one of the members 
is compromised from the destination node, but not the 

n 
i¼1 

 

nðg1 þ g2Þ 
; (23)

 

n c 

relay node itself, and be the number of compromised where g1 
h 
i¼1 q

0i 1p0  and g2 ¼ hq0h 1 c. For the path ano- 
relay nodes, which serve as the intermediate nodes, 
respectively. Using c3 and c4, the anonymity set size is 
computed by exactly the same way as Case 2. 

4) In the case that both the source and destination nodes are 
compromised: The anonymity set size is computed by 
combining Cases 2 and 3. Then, using ðc1 þ c3Þ and 
ðc2 þ c4Þ, the same way as Case 2 is applied. 

Note that when c1 ¼ c2 ¼ c3 ¼ c4 ¼ 0, Cases 2, 3, and 4 are 
reduced to Case 1 as its definition. The entropy of the system, 
denoted by Hpathðf0 Þ , is obtained 

H ¼  
X  1  

log 

 
  1  

 

: (18) 
 

nymity, we simply set h to be K þ 1. Let co ¼ E½Y ], and then 
we can obtain the path anonymity from Equation (21). 

Note that the path anonymity can be computed only when 
at least one of message copies is delivered to its destination. 
Otherwise, identifying a path is impossible. Therefore, the 
path anonymity is independent from the zone deadline t and 
the contact frequency , both of which affect the delivery rate 
and delay. 

 

4.6 Relation Between Node and Path Anonymity 

The node and path anonymity for FAR quantified above 
have some relations between them. In this section, we argue 

path 

8paths in f0 
jf0j jf0j that FAR provides higher privacy than onion group routing 

(OGR) and ZBAR do in this respect. 

2 

n 

otherwise. 
> 

¼ 
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In FAR, an adversary must identify either source or desti- 
nation node to reduce the anonymity set of the paths along 
which a message and its copies travel as discussed. Thus, 

TABLE 2 
Simulation Parameters for Random Graphs 

 

Parameter Value (default value) 
breaking the node anonymity is a necessary condition for    

breaking the path anonymity. However, it is not a sufficient 
condition. Thanks to the property of the RE mode, no node in 
the intermediate onion groups knows whether or not it is the 
first or last relay, and thus, all of the other nodes can be the 
source or destination. Therefore, breaking the path anonymity 
does not help an adversary to break the node anonymity. 

In OGR and ZBAR, breaking the path anonymity reduces 
the node anonymity, and vice versa. To be specific, in OGR, 
any node in the first intermediate onion group R1 receives a 
message from the source node, and thus, compromising more 
than two nodes in R1, allows an adversary to uniquely iden- 
tify the source node. Similarly, any node in the last intermedi- 
ate onion group RK forwards a message to the destination 
node. Compromising more than two nodes in RK results in 
disclosing the identity of the destination node. On the other 
hand, identifying the source/destination node helps an 
adversary to confine the first/last relay node within the size 
G, which results in a smaller path anonymity. 

In ZBAR, the forwarding mode is switched at the first and 
last onion groups. Hence, should the first or last relay node be 
compromised, the source/destination node is anonymous 
within an Epidemic zone. This indicates that the source/desti- 
nation node is anonymous within that zone, and compromis- 
ing the path anonymity reduces the node anonymity. 

Therefore, from the above discussion, the proposed FAR 
provides a higher degree of anonymity in the sense that an 
adversary must identify either the source or destination node 
to break the path anonymity, while breaking either the node 
or path anonymity reduces the other in OGR and ZBAR. 

 

5 PERFORMANCE EVALUATION 

In this section, computer simulations are conducted to evalu- 
ate the performance of the proposed scheme. A set of the pro- 
posed protocols, AE, ZBAR, FAR, as well as the existing, 
onion-group routing (OGR) [10] are implemented. To the best 
of our knowledge, OGR in [10] is the latest and the most viable 
anonymous routing protocol for DTNs. Note that AE, ZBAR, 
and OGR are special cases of FAR. For simplicity, we refer to 
them as AE, ZBAR, and OGR instead of FAR with specific 
parameters. 

 
5.1 Simulation Configurations 

In our simulations, two scenarios are considered. One is a 
randomly generated contact graph for evaluating the pro- 
posed schemes in large-scale DTNs; the other is a real contact 
trace [12] to demonstrate that our FAR works well in realistic 
environments. 

Random Graphs. A contact graph with 200 nodes is gener- 
ated by assigning inter-contact times to each pair of two 
nodes. The inter-contact time is exponentially distributed 

The number of nodes 200 
The inter-contact time 0 to 720 unit time 
The group size 10 or 20 
The number of onion routers 3 
The number of copies 10 or 20 
The message due 10 to 2,000 unit time 
The threshold of RER 0.8 to 0.99 
The % of compromised nodes 0% to 50% (10%) 

 
 

 
 

message deadline T is randomly selected in the range of 10 to 
2,000 time units, and the percentage of compromised nodes is 
set to be 0% c=n 50%, where c is the number of compro- 
mised nodes and n the total number of nodes. The simulation 
parameters are summarized in Table 2. 

The source and destination nodes are randomly selected, 
and each node runs an anonymous routing protocol with 
given parameters. If a message is delivered from source to 
destination within the deadline, T , the message delivery is 
successful. For a given percentage of compromised nodes, 
i.e., c=n, randomly selected nodes of such a portion are 
marked as compromised, and then security metrics are com- 
puted. For each set of parameters, 1,000 contact graphs are 
generated for the simulation. 

Real Traces. CRAWDAD dataset cambridge/haggle [12] 
contains a set of contact trace experiments. In our simulations, 
Experiments 2 and 3, the so-called Cambridge and Infocom 
2005 traces, are used as inputs. In these scenarios, we only 
consider the contacts between mobile nodes, i.e., iMotes, and 
omit contacts among stationary nodes and external devices. 
There are 12 and 41 mobile nodes in the Cambridge and Info- 
com 2005 traces, respectively. Each piece of contact informa- 
tion contains two node IDs, the time that the two nodes meet, 
the time that they lose a connection, the number of contact 
times, and the elapsed time of the last time the two nodes met. 
Contact events are recorded in the order of seconds. Since the 
contact events are traced over three to five days, there exist 
time periods in which there is no contact, e.g., off-business 
hours and night time. Thus, a source node is assumed to initi- 
ate a message transmission at any time after it has a contact 
with any node, which implies that message delivery starts 
during business hours, but not at night time. 

For a given trace file, the number of nodes and inter- 
meeting times are calculated. The other simulation parame- 
ters, i.e., K, L, G, c, and T are set in the same way as the ran- 
dom graphs. For each trace file, 500 different sets of source, 
destination, and intermediate onion routers are randomly 
selected, and the average performance is computed. 

 

5.2 Results Using Synthesize Graphs 

Fig. 1 shows the cumulative distribution function (CDF) of 
the delivery rate with respect to the deadline. AE results in 

with parameter i;j for a pair of nodes vi and vj (i j). The ini- the fastest delivery, and the CDF of FAR reaches 0.95 within 
tial value of 1= i;j is generated by the normal distribution in 
which the mean and variant are set to be 360 and 720 time 
units, respectively. The group size is set to be 10 or 20, the 
number of onion routers is set to be 3, and the number of cop- 
ies is set to be the same as the group size (i.e., L ¼ g). The 

70 time units. This indicates that Epidemic-based routing 
delivers a message much faster than does OGR. ZBAR incurs 
slightly longer delay than AE and FAR, since it forwards a 
message by the stop-and-wait between the first and last onion 
routers. In addition, it is intuitive that a larger group size 
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Fig. 1. The CDF of delivery rate. Fig. 4. The source anonymity. 

 

 

 

 

 
 

  
 

Fig. 2. The traceable rate. Fig. 5. The destination anonymity. 
 
 

 
 

 
 

Fig. 3. The path anonymity. 

 

leads to faster message delivery, and this can be clearly 
observed in this figure. 

Fig. 2 illustrates the traceable rate with respect to the per- 
centage of compromised nodes. Since every path is consid- 
ered independently, the group size does not affect the 
traceable rate. In addition, it is intuitive that the traceable rate 
gradually increases as the percentage of compromised nodes 
increases. In the proposed FAR, a routing path can be traced 
only by the consecutive compromised segments from the des- 
tination node, and thus, the traceable rate is much lower than 
that of the other protocols. From the figure, the traceable rate 
resulting from FAR is at most half of that by OGR. Similar to 
OGR, ZBAR forwards a message between intermediate onion 
routers by spray-and-wait forwarding. As a result, the trace- 
able rate of ZBAR is higher than that of FAR, but smaller than 
that of OGR. 

Fig. 3 presents the path anonymity with respect to the per- 
centage of compromised nodes. The path anonymity by FAR 
is mostly 1.0 when the percentage of compromised nodes is 
less than or equal to 20 percent, and even when the percentage 
of compromised nodes is 50 percent, FAR maintains a 0.9 path 
anonymity. Since FAR and ZBAR always result in higher path 

anonymity than OGR, we can conclude that Epidemic-based 
forwarding, except AE, preserves a higher degree of privacy. 
AE results in the lowest path anonymity, even though it is an 
Epidemic-based protocol. This is because the path is uniquely 
identified by adversaries, should either the source or destina- 
tion node be compromised. 

Figs. 4 and 5 illuminate the source and destination ano- 
nymity with respect to the percentage of compromised nodes. 
In OGR, the large group size results in low source and desti- 
nation anonymity due to its design issue. On the contrary, the 
source and destination anonymity resulting from FAR is inde- 
pendent of the group sizes, since each of the communications 
between onion routers is performed by the RER (Algorithm 2). 
This indicates that the onion routers are indistinguishable if 
they are the first/last onion routers, or the intermediate ones. 
Hence, unless the source and destination nodes are compro- 
mised, adversaries cannot confine the anonymity set in which 
the source/destination is included. Similarly, AE reveals no 
information about the identity of source and destination 
nodes unless they are compromised. In ZBAR, the size of the 
anonymity set to which the source/destination belongs 
decreases if at least one of the nodes in the first/last onion 
groups is compromised. Therefore, ZBAR results in slightly 
smaller node anonymity than FAR and AE. For OGR, the des- 
tination anonymity is better than the source anonymity. This 
is because the destination can be ambiguous in identifying the 
onion group as the destination, as proposed in [9]; however, 
this technique cannot be applied to the source node. 

Fig. 6 depicts the amount of message forwarding, intro- 
duced by anonymous protocols with respect to the size of 
onion groups. Note that AE does not use intermediate onion 
routers, and so it is independent of the group size. Appar- 
ently, Epidemic-based routing, i.e., AE, ZBAR, and FAR, 
incur more message overhead than OGR. FAR introduces 
the greatest amount of message forwarding, as it forwards a 
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Fig. 6. The number of messages. 

 
 
 
 
 
 
 
 

 
 

 

Fig. 7. The delivery rate. 

 
 
 
 
 
 
 
 

 

Fig. 8. The delay. 

 
message by RER (Algorithm 2) at every communication 
between two onion routers. However, we claim that achiev- 
ing the highest privacy in terms of the traceable rate and 
node/path anonymity with FAR is still worth a large amount 
of control overhead. 

Fig. 7 shows the delivery rate with respect to the group 
size, where the number of message copies equals the group 
size, i.e., L ¼ G. Since the number of message copies is 
bounded by the group size, this figure presents how the intro- 
duction of more message overhead increases the delivery 
rate. For any group size, FAR results in the higher delivery 
rate than ZBAR and OGR. While the delivery rate of FAR 
slightly increases when the group size increases, the differen- 
ces are very small. This means that setting L ¼ G ¼ 5 pro- 
vides sufficient forwarding opportunities. On the other hand, 
due to the limited forwarding opportunities, OGR results in 
very low delivery rate when the group size is small. 

Fig. 8 illustrates the delay with respect to the group size, 
where the number of message copies equals the group size, 
i.e., L ¼ G. Thanks to the property of Epidemic forwarding, 
the delays of FAR and ZBAR are much shorter than that of 
OGR. Intuitively, introducing more message overhead, the 
delay becomes shorter. The delay slightly decreases, when 
the group size increases. Similar to the delivery rate, how- 
ever, significant improvement is not observed. In addition, 

Fig. 9. The tradeoff between performance and message overhead. 

 
 
 
 
 
 
 
 
 
 

Fig. 10. The delivery rate w/ the Cambridge trace. 

 

since the forwarding opportunities are limited in OGR, the 
delay of OGR is much longer than FAR and ZBAR. 

Fig. 9 presents the delivery rate and the number of mes- 
sages of FAR under different thresholds with respect to the 
group size, where the number of message copies equals the 
group size, i.e., L ¼ G. This figure clarifies why the perfor- 
mance increases when the message overhead becomes large. 
As can be seen in the figure, the number of messages gradu- 
ally increases as the group size increases. On the other hand, 
the delivery rate slightly increases when the group size is 
large. In other word, the performance increases if more mes- 
sage overhead is introduced. This figure indicates that having 
L ¼ G ¼ 5 is sufficient for higher delivery rate. However, as 
discussed from Figs. 2, 3, 4, and 5, adding more message over- 
head still plays a critical role for the privacy perspective. 

 

5.3 Results Using Real Traces 

The Cambridge trace, i.e., Experiment 2 in [12] is relatively 
small-scale and dense (12 mobile nodes), and thus, the num- 
ber of onion routers and the group size are set to be K ¼ 3 

and G ¼ 1, respectively. The number of copies in OGR and 
in the stop-and-wait mode in ZBAR are set to be L ¼ G. 
Note that having more than one copy in OGR and ZBAR 
does not help message delivery when G ¼ 1. On the other 
hand, the Infocom 2005 trace (i.e., Experiment 3 in [12]) is a 
medium-sized contact network with 41 mobile nodes. The 
number of onion routers, the group size, and the number of 
copies are set to be K ¼ 3, G ¼ 5, and L ¼ G, respectively. 

Figs. 10 and 11 show the delivery rate for different proto- 
cols resulting from the Cambridge and Infocom 2005 traces, 
respectively. In Fig. 10, the proposed FAR achieves faster 
delivery than ZBAR and OGR. In addition, the message deliv- 
ery is mostly completed within 1,000 seconds, which is much 
faster than the results shown in Fig. 11. This is because the 
Cambridge trace is generated by the students and faculty 
members of the same lab group, and there is a landmark 
where they meet very often. 
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Fig. 11. The delivery rate w/ the Infocom 2005 trace. 

 
 
 
 
 
 
 
 
 
 

Fig. 12. The traceable rate w/ the Infocom 2005 trace. 

 
 
 
 
 
 
 
 
 

 

 

Fig. 13. The path anonymity w/ the Infocom 2005 trace. 

Fig. 14. The source anonymity w/ the Infocom 2005 trace. 

 
 
 
 
 
 
 
 
 

 

 
 

Fig. 15. The destination anonymity w/ the Infocom 2005 trace. 

 
 
 
 
 
 
 
 
 

 

 

Fig. 16. The number of messages w/ the Infocom 2005 trace. 

 

The Infocom 2005 trace contains fewer contact events than 
the Cambridge trace. The x-axis of Fig. 11 is scaled longer. As 
can be seen from the figure, the delivery rate of all the proto- 
cols increases toward 1,000 seconds, and then a stable period 
is observed from 5,000 to 30,000 seconds. This implies that 
there are no contact events during business off-hours. The 
delivery rate of all the protocols reaches 99 percent around 
60,000 seconds (approximately 16.5 hours), and most of the 
message transmissions are likely to go through business off- 
hours. OGR always results in smaller delivery rate than the 
other protocols, and no significant difference between AE and 
FAR can be seen. ZBAR incurs a slightly longer delay than AE 
and FAR, as it uses onion-based forwarding between source 
and destination proxies. 

Fig. 12 presents the traceable rate using the Infocom 2005 
trace with respect to the percentage of compromised nodes. 
Note that the traceable rate is independent of the inter- 
meeting time among nodes. As can be seen in the figure, the 
traceable rate of FAR is at least half of AE, ZBAR, and OGR 
when 50 percent of the nodes are compromised. 

Fig. 13 demonstrates the path anonymity for different pro- 
tocols with respect to the percentage of compromised nodes. 
The figure shows a similar trend as that resulting from ran- 
dom graphs, and FAR achieves much higher path anonymity 
than the other protocols in a real trace. We can conclude that 

the proposed FAR achieves both faster delivery and higher 
degree of security by introducing message overhead. 

Figs. 14 and 15 illustrate the source and destination ano- 
nymity resulting from the Infocom 2005 trace. The node ano- 
nymity of AE, ZBAR, and FAR linearly decreases when the 
percentage of compromised nodes increases. Since the contact 
trace is not large, i.e., the Infocom 2005 trace contains 41 
mobile nodes, the difference among AE, ZBAR, and FAR is 
not significant. On the other hand, OGR always results in less 
source and destination anonymity than the other protocols. 

Fig. 16 depicts the number of messages for different proto- 
cols resulting from the Infocom 2005 trace. While OGR results 
in the smallest message overhead, its delivery rate is not 
acceptable as shown in Fig. 11. FAR and ZBAR introduce 
more redundant message forwarding than AE and OGR do. 
However, we stress that they provide lower traceable rate 
and high node anonymity. Since the trace is a relatively small 
scale network containing 41 mobile nodes, the difference 
value of the thresholds does not affect the message overhead. 

 

5.4 Comparisons between Simulation and  Analysis 

Fig. 17 shows the traceable rate resulting from simulations 

and analysis. Note that, according to our analysis, the trace- 
able rate is independent of the size of onion groups, and thus 
simulation results with different group sizes are very close to 
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Fig. 17. The traceable rate analysis w/ the Infocom 2005 trace. 
 

 

 
 

Fig. 18. The path anonymity analysis. 
 

each other. This figure demonstrates that the analytical result 
provides a very close approximation for the traceable rate. 

Fig. 18 presents the path anonymity resulting from simula- 
tions and analysis. Even though we use simplified assump- 
tions to derive the closed form solution in the analytical 
model, the difference between the simulation and analysis for 
both the cases of G ¼ 1 and G ¼ 5 is less than five percent. 
Thus, this comparison validates the mathematical model for 
the path anonymity. 

Figs. 19 and 20 provide the source and destination ano- 
nymity resulting from simulations and analyses. As the pro- 
posed analysis indicates, both the source and destination 
anonymity decrease as the number of compromised nodes 

Fig. 19. The source anonymity analysis w/ the Infocom 2005 trace. 

 
 
 
 
 
 
 
 
 

 

 
 

Fig. 20. The destination anonymity analysis w/ the Infocom 2005 trace. 

 

thumb, the larger the value of L, the better the delivery rate. 
Note that our analysis in Section 4 implies that the traceable 
rate and source/destination anonymity are independent 
from L, although they slightly affect these metrics in simula- 
tions. Thus, in the following, we discuss how users can select 
a proper value of L based on their performance requirements 
subject to given acceptable message overhead. 

Recall that n is the number of nodes in a network and c is 
the number of compromised nodes. For given parameters K 

and G specified by the administrator, the function of the 
message overhead, denoted by CðL; K; G; nÞ, is defined by 

8
>< 

LGðK þ 1Þ for OGR 

increases. In addition, a significant difference between differ- 
ent group sizes is not observed, since the node anonymity is 
independent of the size of onion groups. 

CðL; K; G; nÞ    
n for AE 

2nLGðK 1Þ for ZBAR 

nLGðK þ 1Þ for FAR: 

(24) 

 
6 CONSIDERATIONS ON PARAMETER SELECTION 

In this section, we discuss how to select parameters that satisfy 
a given security, performance, and cost requirements. The first 
consideration is a set of forwarding modes, SW and RE. There 
is no obvious advantage of using SW except smaller amount 
of message overhead. Thus, RE mode should be applied for 
achieving both the faster delivery and a higher degree of 
privacy as long as the message overhead is acceptable. 

There are three tunable parameters: the number of mes- 
sage copies L, onion group size G, and the number of inter- 
mediate onion routers K. Among them, G and K are 
specified by the network administrator. The centralized set- 
ting of G is required to initialize the public/private keys. In 
many scenarios, K is a constant, e.g., K ¼ 3 in Tor [1], [2]. 
Even in wired communications, the use of onion routers sig- 
nificantly reduces the throughput, and thus, the value of K 

should not be greater than three for DTNs. The value of L is 
tunable by users for each message transmission request, and 
L G holds because letting L  > G has no effect. As a rule of 

Let M be the acceptable number of forwarded messages. 
The desirable value of L G to maximize the delivery rate 
can be obtained by introducing the number of copies L, sub- 
ject to CðL; K; G; nÞ M. 

7 RELATED WORK 

7.1 DTN Routing 

Epidemic routing [17] is a flooding-like message forwarding 
scheme that allows nodes to copy a message at every con- 
tact. While this approach maximizes the delivery rate and 
minimizes the delay when buffer constraint is not consid- 
ered, it incurs a large amount of overhead. A ticket-based 
protocol, e.g., spray-and-wait [18], balances the trade-off 
between the performance and control overhead by limiting 
the number of copies of a message. Based on how the tickets 
are controlled, there are two types of spray-and-wait proto- 
cols: source and binary spray-and-wait. In the source spray- 
and-wait protocol, the source node has L tickets and con- 
sumes one ticket by forwarding a message at every contact. 
Thus, the source can duplicate up to L copies of a message. 
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most viable protocols at this moment are group onion-based 
protocols, such as ARDEN [9] and OGR [10] in which a set of 
nodes share a secret key to form an onion group, and any 
node in the same group can encrypt/decrypt the correspond- 
ing layer of an onion. 

 

 
 

 
Fig. 21. An example of zone-based routing. 

 

In the binary spray-and-wait, the source node with L tickets 
gives L=2 tickets at the first node it has a contact with. That 
is, every  node  with  a  message  consumes  half  a  ticket  
at every contact. To improve the message delivery with li- 
mited tickets, probabilistic analysis based on knowledge 
oracles [19], e.g., past contact history, queueing, and traffic 
demand, is incorporated to improve the delivery rate [20] 
and/or reduce the redundant message forwarding [21]. 
Depending on what metric a system administrator likes to 
emphasize the most, such as the average delay and worst- 
case delay, a suite of utility functions are proposed in [22]. 

7.2 Anonymous Routing for Ad Hoc Networks 
Anonymous routing protocols in ad hoc networks are divided 

into either onion-based [3], [4], [5], [6] or location-based proto- 
cols [6]. In onion-based routing, the layered encryption, with 
different sets of secret keys, is applied to sensitive data and/ 

or routing information. This data structure forces traffic to 
travel through a set of onion routers so that each layer of the 
onion can be peeled off, one by one, for the destination node 
to obtain the message. Onion routers neither store a network 
log, nor know who is communicating with whom. For the 
protocols in this category [3], [4], [5], [6], an onion is generated 
by adding encrypted layers during the route discovery phase. 

The location-based protocol [6] preserves the anonymity of 
end hosts by making their locations ambiguous. For instance, 
ZAP [6] selects two proxies for delegate, source and destina- 
tion nodes as shown in Fig. 21. While unicast routing is used 

in the communications between two proxies, anonymous 
flooding is applied to the communications within anonymous 
zones where a proxy and source node or destination node are 
located. By doing this, the source and destination nodes are 
not identifiable within the zone. The definition of a zone can 
be defined by a topology-based zone, such as the number of 
hops from a node, or by a geographical area including one of 

the end points. 
 

7.3 Anonymous Routing Protocols in DTNs 

The most relevant research is the anonymous routing proto- 
col design in DTNs. ALAR [8] preserves the location privacy 
of a source node by dividing a message into several segments, 
and then forwarding them via different neighbors. However, 
this approach hides the location but not the identity of the 
source node. A natural approach to preserving node ano- 
nymity involves the use of proxies, such as onion routers or 
pivot. Based on the threshold secret sharing [23], TPS [11] 
routes a message through at least t groups out of s groups, 
and the last intermediate node serves as a pivot. The differ- 
ence between TPS and onion-based routing is that the layered 
encryption is not performed, and thus, the pivot knows the 
identity of the destination. To the best of our knowledge, the 

7.4 Anonymity Models 

While we apply the quantitative metrics, including the trace- 
able rate, the node anonymity, and the path anonymity, to the 
anonymous routing in DTNs, some works evaluate anony- 
mous communications in a different way. In [24], the prior to 
posterior probability-based analysis is proposed, where the 
difference between the probability of a subject being identi- 
fied before and after an adversary observes protocol output is 
discussed. In [25], the distinguishable-based privacy model is 
proposed, where an anonymity experiment is defined. For 
given protocol output, the probability that an adversary dis- 
tinguishes two subjects is defined as the adversary’s advan- 
tage. An anonymous protocol is said to preserve the privacy 
when the advantage is bounded by a certain factor. 

In our scenario, we consider the compromise attack, where 
some nodes in a network are compromised and an adversary 
can monitor message transmissions from a compromised 
node to another node. Unfortunately, nodes (or paths) are dis- 
tinguishable with a non-negligible probability under such an 
attack. For example, when a randomly selected node is com- 
promised, the source (or destination) node is identified with 
probability 1=n, where n is the number of nodes in the net- 
work, which is not negligible. Thus, we believe that neither 
the prior to posterior probability-based nor indistinguishabil- 
ity-based analyses are appropriate for our scenario. 

 

8 CONCLUSION 

In this paper, we first construct anonymous Epidemic and 
zone-based routing protocols for DTNs by porting the exist- 
ing solutions designed for ad hoc networks. Then, we design 
a framework for anonymous routing that subsumes all the 
Epidemic, zone-based, and onion-based routing. By tuning 
parameters, the proposed FAR enjoys the advantages of these 
protocols, but at the same time offsets disadvantages. With 
this design, FAR accommodates compatibility problems 
among DTNs with different routing policies, and thus, it can 
be deployed to DTNs with different security and anonymous 
requirements with ease. In addition, quantitative analyses are 
studied in terms of node and path anonymity as well as trace- 
able rate. Furthermore, the extensive simulations resulting 
from randomly generated graphs as well as one of the well- 
known real traces called CRAWDAD dataset Cambridge/ 
haggle demonstrate that the proposed scheme outperforms 
the existing solutions. Moreover, simulations and numerical 
results are compared and validated by each other. We believe 
our framework serves the foundation of anonymous routing 
for many types of contact-based networks. 
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